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In our Glossary below, we define the terms you need to know in the realm of social
media, cyberbullying, and online safety, so thatyou are increasingly informed about
technological jargon as you work with the youth under your care.

Acceptable Use Policy (AUP):
Apolicy thatschools and other
organizations create to define the
responsibilities and appropriate
behaviors of computer and net-
work users.

Android: Operating system cre-
ated by Google. Android powers
smartphones and tablets.

Anonymizer: An intermediary
website that hides or disguises

the IP address associated with the
Internet user. Generally, these sites
allow a personto engage in various
Internet activities without leaving an
easily traceable digital footprint.

App: Abbreviation for “application,”
itis a piece of software, primarily
referring to those used on smart-
phones, tablets, and other touch-
based devices.

Ask.fm (app): An app (and web
site) where users can ask and
answer others’ questions with the
option of doing so anonymously.

Bash Board: An online bulletin
board on which individuals can post
anything they want. Often, posts are
malicious and hateful statements
directed againstanother person.

Blocking: The denial of access

to particular parts of the Internet.
Usually a message will be shown on
screento say thataccess has been
denied. For example, Facebook
users can block other users from
sending them messages or seeing
their posts.

Blog: Interactive Web journal or
diary, the contents of which are
posted online where they are
viewable by some orallindividuals.
The act of updating a blog is called
"blogging.” Aperson who keeps a

blogisreferredto asa “blogger.”
The term was created by combining
"web"” and "log.”

Buddy List: A collection of names
orhandles (also known as screen
names)that representfriends or

“buddies” within an instant mes-
saging or chat program.They are
useful ininforming a user when
that person‘sfriends are online and
availableto chat.

Bullicide: Suicide that results
directly or indirectly from bullying
victimization. The relationship be-
tween bullying and suicide is com-
plexandforthatand otherreasons,
many researchers have concerns
with the utilization of thisterm.

Bullying: Repeated and deliberate
harassmentdirected by oneina
position of power toward one or
more. Can involve physical threats
orbehaviors, including assault, or
indirectand subtle forms of aggres-
sion, including gossip and rumor
spreading. The term bullying is usu-
ally reserved foryoung people and
most often refers to these behaviors
asthey occurator nearschool.

Catfishing: In the online world,
catfishing refers to the practice of
setting up afictitious online profile,
most often for the purpose of luring
anotherinto a fraudulent romantic
relationship.

[<N

CARTOON NETWORK..
TM&®©CN.

Chat: An online real-time conversa-
tion, typically carried out by people
who use nicknames instead of their
real names. A person can continual-
ly read messages from othersin the

“chatroom” and then type and send
amessage reply.

ChatRoom: Avirtual online room
where groups of people send and
receive messages on one screen.
Popular chatrooms can have hun-
dreds of people all communicating
atthe sametime. Typed messages
appears instantly as realtime con-
versation. All of the people inthe
room are listed on the side of the
screen with their screen names.

Cookie: Afile onacomputeror
other electronic device thatrecords
user information when visiting a
website. Cookies are often used to
identify the websites that the device
has visited, save login information
and customization preferences,
and enable the presentation of
more personalized information or
content.

Cyberbullicide: Suicide resulting
directly orindirectly from cyberbul-
lying victimization. The relationship
between cyberbullying and suicide
is complex and forthatand other
reasons, many researchers have
concerns with the utilization of this
term.

Cyberbullying: Intentional and
repeated harm inflicted through
the use of computers, cell phones,
and other electronic devices.

Cyberspace: The electronic
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universe” created by computer net-
works in which individualsinteract.

Cyberstalking: Repeated harass-
ment using electronic devices
and networked technology that
includesthreats of harm, orthatis
highly intimidating and intrusive
upon one’s personal privacy.

Cyberthreats: Electronic material
thateither generally or specifically
raises concerns thatthe creator may
intend to inflictharm or violence to
others, orto himself or herself.

Dashboarding: When online

users (usually on gaming consoles)
rapidly switch from online in-game
play to the home screen for their
console or other devices. Gamers
dothiswhenthey are losing badly,
and don‘twantthe game to register
theirdemise, or lack of kills, or
another metricthatdemonstrates
poor performance.

Decoy Apps: Apps used to store
private information, such as photos,
videos, voice recordings, or texts.
They look like everyday apps such
as a calculator so offer a secure
way to hide certain information.
They also are called vault, secret, or
ghostapps. Ateen may use thison
their phone to secretly store sexual
pictures and videos that they don't
wanttheir parents seeing.

Digital evidence: Tangible signs,
proof, information, or data that
demonstrate some behavior. This
could be a screenshot, arecord of
Internet activity, a saved piece of
content, etc.

Digital Footprint: Evidence of a
person’s use of the Internet, typi-
callyfocusing on dates and times

of specific websites visited. This
includes anything that can be linked
to a user’s existence, presence, or
identity. See also, “cookie.”

Digital Immigrant: A person

who has not grown up with digital
technology, such as smartphones,
social media, and the Internet, but
has adopted itlater. Many adults
are referred to as digital immigrants,
because they have known atime
when these technologies didn't
exist.

Digital Native: A person who has
grown up with digital technology,
such as smart phones, social media,
andthe Internet. Many adolescents
oryoung adults would be classified
as digital natives, because they
have notknown a time without
these technologies.

Discord (app): Discord isan app
and website that allows individuals
who share an interest(e.g., a specif-
icvideo game, hobby, or topic)to
communicate via video, voice, text
chat, and screensharing. You can
even integrate itwith your gaming
console and join others’ servers, set
up your own, and create channels/
categories. While mostly used for
gaming, ithas communities for tons
of otheruses such as Netflix shows,
anime, schoolwork, dance, books,
and more.

E-mail: Electronic mail. Allows
Internet usersto send and receive
electronicmessagesto and from
otherInternetusers.

Fabotage: Slang for ‘Facebook
Sabotage’ and used to describe
hijacking, and meddling with,
someone’s Facebook account while
itis unattended.

Facebook (app): Users create
personal “profiles” to represent
themselves, listing interests and
posting photos and communicat-
ing with others through private or
public posts and messages.

Filtering: The act of restricting
accessto certain websites or social

media platforms. Forexample, a
filter might compare the texton a
web page againsta list of forbidden
words. If amatch isfound, thatweb
page may be blocked or reported
through a monitoring process.
Generally speaking, afilter allows or
denies access based on previously
specified rules.

Finsta: combining the words Fake
and Instagram, afinstais a second-
ary Instagram accountwhichis
usually meantforasmaller, private
audience, and allowsthe userto
share pictures and videosin an
unfiltered and more natural way
without having to make each shot
perfector socially acceptable.

Firewall: Hardware or software that
restricts and regulatesincoming
and outgoing data to or from com-
puter systems. Firewalls allow or
disallow accessing certain websites
orsocial media platforms.

Flaming: Sending angry, rude, or
obscene messages directed ata
person or persons privately oran
online group. A“flamewar” erupts
when “flames” are sentback and
forth between individuals repeat-
edly.

Following: The act of requesting
another person to connectwith
your online social network (on Twit-
ter, Instagram and similar sites).

Friending: The act of requesting
another person to connectwith
your online social network (on
Facebook).

Gamergate: Controversy involving
issues of sexism and progressivism
invideo game culture, stemming
from a harassment campaign con-
ducted primarily through the use of
Twitter (and other platforms).

Gaming: Participation in video
(often online) games, which involve
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individuals adopting roles of fic-
tional characters, thereby directing
the outcome.

Gaming Console: Adevice de-
signed for usersto run video games
on atelevision. Popular consoles
include the Sony Playstation, Micro-
soft xBox, and Nintendo Wii.

Geolocation: The process ortech-
nique of identifying the geograph-
ical location of a person or device
by means of digital information
processed viathe Internet.

Geotagging: The process of
adding geographical information
to various pieces of digital content
inthe form of metadata. The data
usually consists of coordinates like
latitude and longitude, but may
even include bearing, altitude,
distance and place names. Geo-
tagging is mostcommonly used
for photos and videos and can help
people get a lot of specificinforma-
tion about where the shotwas taken,
orthe exactlocation of a friend who
logged onto make a post.

Griefing: When a playerinan
online game deliberately irritates
and harasses other players within
the game.

Grooming: Some people use
online mediums across the Internet
to connectwith children so thatthey
can exploitthem or even blackmail
them for sexual purposes. Be-
friending a child in this way is called
grooming.

GroupMe (app): A group chatapp
thatallows you to create groups
(such asfamily, relatives, friends,
team members, whatever you want)
and send text, memes, hyperlinks,
images, and video. ltworks on
every smartphone and even onthe
Web, and it allows you to quickly
send messages without having to
compile alistof addressees.

Hacking: The act of circumventing
security and breaking into an autho-
rized location (a network, computer,
file, etc.), usually with malicious
intent.

Happy Slapping: An extreme form
of bullying where physical assaults
are recorded on electronic devices
like phones, and then sentto others
or posted online. Thistermis more
commonly used inthe United
Kingdom.

Harassment: Unsolicited words or
actions intended to annoy, alarm,
orabuse anotherindividual. Often
based on a protected status (e.g.,
sex, race, disability, or sexual orien-
tation).

Harm: Physical, psychological,
oremotional injury to someone.
Hashtag: Adescriptor or label
preceded by the pound (#) sign
that helps others easily find content
related to thatword or phrase. Face-
book, Twitter, and Instagram, for
example, allow usersto look up and
clickthrough hashtagsto find other
users’ contentthatare also listed
(tagged)with that hashtag.

Houseparty (app): Avideo chat
app quite popularamongteens.
You can add friends based on the
phone numbers you have stored in
your contacts list, or search for their
usernames. Once you open the
app, you canjoin “rooms” (chats)
with other friends who are currently
using the app.

Influencer: An individual who can
sway an audience through a digital
platform. Thisterm is often used

in relation to social media market-
ing, promotion, and other related
efforts.

Instagram (app): Anapp where
users can apply filters to photos
and videos before posting them
for othersto like and commenton.
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User can also share their contenton
other social networks like Facebook
and Twitter.

Instant Messaging: The act of re-
al-time messages sentand received
between two or more people over
anetwork such asthe Internet. This
can occurthrough software such

as WeChat, WhatsApp, Snapchat,
Viber,and Facebook Messenger.

Internet: A worldwide network of
computers communicating with
each othervia phone lines, satellite
links, wireless networks, and cable
systems.

iOS: Operating system created
by Apple Inc.iOS powers iPods,
iPhones, iPads, and Apple TVs.

IP Address: “Internet Protocol” ad-
dress. Aunique address assigned
to a computing device thatallows it
to send and receive data with other
computing devices that have their
own unique addresses.

IRC: “Internet Relay Chat.” Anet-

work over which real-time conversa-

tions take place amongtwo or more

peopleina“channel” devotedto

aspecificarea of interest. See also
“chat” or “chat room.”

ISP: “Internet Service Provider.”
The company that provides an
Internet connection to individuals
orcompanies. ISPs can help with
identifying an individual who posts
orsends harassing or threatening
words.

Kik (app): Aservice which fa-
cilitates cross platform (iOS and
Android)instant messaging across
phonesortabletsin an attractive
interface. Users can send links, pic-
tures, videos, group messages, etc.

Meme: Avirally-transmitted cultur-
al symbol orsocial idea. Most mod-
ern memes are captioned photos or
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videosthat are intended to be funny,
often to publicly ridicule human
behavior. Others are popular for
depicting traits or experiences that
many others can totally relate to.

MMORPG: Acronym that stands
for: "Massively Multiplayer Online
Role- Playing Game.” Agamein
which large numbers of individuals
from various locations connectand
interact with each otherin avirtual
world overthe Internet.

Monitoring: The recording and
reporting of online activity, usually
through software, which mayloga
history of all Internet use, or just of
inappropriate use.

Mydol: A chatbotapp thatis
gainingin popularity. It simulates
chatting with your favorite k-pop
(Korean pop star musician)star. A
chatbotis a computer program de-
signed to mimic a conversation with
human users. They can sometimes
be very natural in their responses,
fooling people into believing they
aretalkingto areal person.Some
users have mentioned thatthe
conversations can quickly turn to
sexual in nature.

Netiquette: “Network etiquette.”
The unofficial rules of accepted,
proper online social conduct.
Network: Two or more computers
connected so thatthey can commu-
nicate with each other.

Newbie: Someone whoisnewto,
andinexperienced with, an Internet
activity ortechnology. Also referred
to asanewb, n00b, nob, noob, or
nub.

Offender: The one who instigates
online social cruelty. Also known as
the “aggressor.”

Periscope: An application (owned
by Twitter) that allows user to
broadcast live streaming video, and

thereby lets other people see what
the broadcaster is doing or seeing
inrealtime.

Pharming: Pronounced ‘farming’,
thisis a method by which scammers
try to get personal/private informa-
tion from users by directingthem to
false, bogus, - or ‘spoof’ - websites
which look legitimate in theirweb
browser.

Phishing: Atechnique used to gain
personal information, usually by
means of fraudulent e-mails.

Photoshopping: The process of
altering digitalimages so thatthe
main subjectis placed in compro-
mising or embarrassing situation.
Forexample, a person might
photoshop a picture to append

an animal's face to a human’s body
(orvice versa), or something much
worse.

Pinterest (app): Is an online pin-
board and visual discovery engine
forfinding ideas like recipes, home
and style inspiration, and more. Us-
ers create, share, and link to boards
and “pins” of visual content (largely
pictures, memes, and related cre-
ations)from across the Web.

Profile: When considered inthe
context of online social networking,
thisis a user-customized page that
representsthat person. Here, a
person’s background, interests, and
friends are listed to reflect who that
person is or how that person would
like to be seen. Pictures, biograph-
ical and contactinformation, and
otherinteresting facts about the
user are often included as well.

Proxy: Software or a website that
allows one’s Internet connection to
be routed ortunneled through a dif-
ferent connection orsite. If a user's
computeris blocked from access-
ing certain websites or programs,
the user could employ a proxyto re-
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directthe connection to that site or
program. For example, if a software
filter prohibits a user from directly
visiting Facebook, a proxy website
could be usedto circumventthe
filter and provide access.

Rage quitting: A conditionin
which gamers, through steady
provoking, simply cannottake
being killed (cheaply or otherwise)
anymore and leave an online game
mid-match.

Revenge Porn: Sometimes known
as non consensual porn - defined
asthe act of distributing intimate
photography through different
means withoutthe individual's
consent

School Climate: The quality, char-
acter, social atmosphere, and ‘feel’
of the school, mostly exhibited by
patterns of behavior and interac-
tionsamong and between students
and school personnel.

Screenshot: Animage thatis cap-
tured of what is shown on a phone,
tablet, or computer screen.

Secret: An app that gives users

the ability to share whatthey are
thinking and feeling with friends
fromtheir phone's contact list, while
remaining anonymous.

Sexting: The sending or receiving
of sexually-explicit or sexually-sug-
gestive images or video via phone
orthe Internet.

Sextortion: Threats to expose a
sexualimagein orderto make a
person do something or for other
reasons, such as revenge or humil-
iation.

Shoulder Surfing: Peering over
the shoulder of someoneto seethe
contents on that person's computer,
tablet, or phone screen.

Skype (app): A popular applica-




tionthatenables usersto setup
profiles, make free phone calls, text
chat, and video chatthrough their
computer or mobile device from
any pointaround the world.

SMS: Acronym that stands for:
“Short Message Service.” Acom-
munications protocol that allows
short(160 characters or less) text
messages over cell phone.

Snapchat (app): Very popular with
youth and young adults, users of
this app share text messages, pic-
tures, and videos with friends from
their contact list, which generally
can be viewed for a period of be-
tween 1to 10 seconds (unless setto

“infinity”) before disappearing. See
also, “snaps.”

Snapchat Premium (or Premium
Snapchat): This expression simply
means thatthe user of the account
is willing to share with you snaps
thatare sexual in nature in return for
payment. These users often share
their Cash App orVenmo details so
you can directly send them money,
and they will “subscribe” youto
theirinformal service of sending
youtheirnudes.

Snapchat Filters: \When users of
Snapchatare in particular places,
specialized “"filters” are available
to superimpose onto their “Snap,”
providing fun, artsy backgrounds,
pictures, and word art highlighting
thatlocation.

Snaps: Pictures or videos sent
between users on Snapchat. Social
Networking Sites: Online services
thatbring together people by orga-
nizing them around a commoniin-
terestand providing an interactive
environment of photos, blogs, user
profiles, and messaging systems.
Examplesinclude Facebook and
Instagram.

Spam: Unsolicited electronic mail—

usually commercial in nature—sent
from someone unknown to the
recipient.

Tablet: A mobile computing device

growing in adoption and popularity.

They are smallerthan alaptop and
biggerthan a smartphone, and
provide much of the same function-
ality as both.

Texting: Sending short messages
viaphone.

Text Bombing: When someone
sendslarge numbers of texts to
another, notallowing that person
to use their phones because of the
annoyance, or because the phone
gets overloaded with constant
incoming messages.

TikTok (app): Previously known as
Musical.ly, this app allows users to
create and share their own engag-
ing and creative video clipsupto 15
secondslong(e.g., lip-syncingtoa
popularsong and dancing around,
restating comediclinesfroma
favorite movie).

Threat: Making a statement of
taking an action thatimplies or sug-
gests harmto someone else.

Tinder (app): An online dating app
thatallows people to be matched
based on physical attraction. It ini-
tially finds potential matches based
onfilterslike gender and location. If
two users like each other’s pictures,
they are able to chat.

Trolling: Deliberately and disin-
genuously posting information to
entice genuinely helpful peopleto
respond (often emotionally). Often
donetoinflame or provoke others.

Tumblr (app): Asocial networking
site where users can postblogs and
follow other people’s blogs. The
blogs are largely filled with artistic
media, content, poetry, creative

writing, and multimedia based on
user interests (as well as the latest
in memes and pop culture). Tumblr
makes it easy to share images, GIFs,
videos, music, text, links, and more
in avery aesthetically-pleasing and
customizable way.

Tweet: Ashort(280 character|[or
less]) message posted on Twitter.

Twitch (app): An app and website
thatallows anyone to live-stream
(orupload and share previous-
ly-broadcasted videos)themselves
doing anything - sharing stories
and news, playing avideo game,
providing commentary on other
contentthey are watching, or what-
ever else they might be interested
in broadcasting - all while interact-
ing with viewersin a text chaton the
screen atthe sametime). Popular
Twitchers (live-streamers) build and
cultivate devoted communities

of fans where hundreds and even
thousands log on to watch their
broadcasts of whatever itis they
wantto share with the world.

Twitter (app): Social networking
and “microblogging” service that
allows users to post what they are
doing using up to 280 characters
pertweet. Itis often used to share
images, videos, memes, and links;
tweetimages can be "tagged” with
upto 10 other Twitter users so they
can be alerted thatthey are men-
tioned or referenced inthe post.
See also, "tweet.”

Twitterstorm: A sudden spike in
activity surrounding a certain topic
onthe Twitter social media site. A
Twitterstorm is often started by a
single person who sends his or her
followers a message often related
to breaking news. Using a certain
and often original hashtags, the
tweet quickly spreads as people are
notified of the message and then
reuse the hashtag with subsequent
retweets and tweets.
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Unfriend (or unfollow): The act

of removing afriend from a social
circle found on your social media
site sothey can‘tseeand don't
have accessto your posts, captions,
comments or anything else you'd
like to restrict to a certain audi-
ence. Although unfriending has
similarities with blocking afriend, it
is differentin the context of social
media. Blocking a person prevents
that person’s name from appearing
in search results as well as prevents
that person from contacting the
personwho has blocked him/her,
whereas unfriending would not
resultin any of these and would just
show thatthe personisnolongerin
the other person’s social circle.

Viber (app): An instant messaging
andVolP app (similarto Skype).
Users can also exchange images,
video and audio media messages.

Victim: The person who is on the re-
ceiving end of online social cruelty.
Also known asthe “target.”

Vimeo (app): Avideo-based social
network very much like YouTube,
butwith a differentrange of fea-
tures and functions, and geared to-
wards creatives rather than general
users making random videos. For

example, paid users can share their
videos without ads.

Vine (app): Avideo app owned
by Twitter (and thatis now defunct)
which allowed usersto capture
moments in six seconds and share
them with others.

VolIP: Acronym that stands for:

“Voice over Internet Protocol.” The
transmission of voice over an
Internet connection. Allows users to
make phone calls using the Internet
instead of a phone line.

Web: Shortfor "World Wide Web”
and representing the sites and pag-
eslinked together viathe Internet.

Webcast: A live or pre-recorded
audio and/orvideo session that
usesthe Internetto broadcast.

Webcrastinate: To waste time by
browsing around the world wide
web instead of getting on with the
things one should be doing.

Webdrawls: The actor process
of going without the use of the
internetwhich one has become
addicted.

WhatsApp (app): A cross platform

messaging application that allows
usersto send texts, pictures, videos,
links, userlocations, documents,
and more. Itallows for connections
based on one’s phone number.

Whisper (app): An app that allows
usersto share their secrets anony-
mously with other users using text
andimages. Individualsinputtheir
secret(or another self-disclosing
message)into the app, selecta
relevant picture as a background,
andthen postitfor othersto like,
commenton, and share with others.

Wireless: Communicationsin
which electromagnetic waves
carry a signal through space rather
than along a wire. Refers primarily
to wireless Internet access (Wi-Fi)
availablein anincreasing number
of places.

Wireless Device: Electronic
devicesthat can accessthe Internet
without being physically attached
by a cable ordataline.

YouTube (app): is a wildly popular
video sharing app and site owned
by Google where registered users
can upload and share videos with
anyone able to accessthe site.

This glossary was developed by the Cyberbullying Research Center.

To learn more about the Cyberbullying Research Center and
their work, visit cyberbullying.org.
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